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Pre-Requisites:

A Paranoia3Fibre pack which includes:
0 1 x Paranoia3Fibre unit

0 1x2m FC cable

0 2XxSW SFPs

0 1 x Crossover Cable

0 1 x Spare key chip

0 1 x Power cable

o 1x Manual

0 1 x Installation CD

0
A A Windows based PC with a CD-ROM drive and either a USB Port or Network

Connection Physical accessto the Paranoia3Fibre unit from the Windows based PC

A Sufficient access rights on the Windows PC to allow software installation
A ** MAKE A NOTE OF THE Paranocia3 SERIAL NUMBER IN THE SPACE

PROVIDED ON THE ENCLOSED WORKSHEET ***

Pre-Installation:

Before installing the Paranoia3 Fibre unit into your environment perform the following steps.
This will ensure that your current backup procedure works correctly and you are working
within a stable operating environment:

A The Paranoia3 Fibre device is not operating system version specific however,
depending on the host operating system, you should reboot the server to ensure any
automatically downloaded patches and drivers are applied to the system. This is
particularly relevant to systems with an automatic update function e.g. Microsoft
Windows

Perform a test backup and restore to ensure the tape hardware and backup software
are working correctly

When complete eject any tapes from the tape device

Power down the host

Power down the tape device
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Paranoia3 Fibre Installation:

For rack installation locate the Paranoia3 in the rack using the front mounted ears
and the extension bars. Due to rack manufacturer variations, rack mounting bolts are
not supplied.

Locate the cable that connects the host / server to the tape device. Disconnect this
cable from the tape device and connect it to the Paranoia3 Fibre port labelled Host.
Connect the supplied 2m fibre cable from the Paranoia3 Fibre port labelled Tape to
the tape device.

Power up the tape device. When the tape device has completed its power on self test
routines, power up the Paranoia3Fibre Unit. Connect the cross over Ethernet cable to
the FRONT Ethernet connector. Start a browser session and enter the address
10.10.10.10 and when the screen prompts enter admin for the user name and the
password.

From the menu select SCSI target and then use
to select the WWN of the attached device and add this to the Bus Assignments list.
Restart the unit with a power cycle. ( This pr ocedure needs only be completed at the
initial installation and detailed instructions can be found in the full User & Installation
Guide on the CD

When the Paranoia3 power on self tests has completed information about the
attached tape drive will be displayed.

Power up the host.
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Configuring Fibre channel devices

When more than one FC channel device is being connected the unit must be configured so
each has a valid connection to the host. This configuration is done using the Ethernet
engineering configuration port on the front panel. The default address on this port is
10.10.10.10 and this can be accessed using the supplied Ethernet cross over cable.

Once connected start a web browser session and enter 10.10.10.10 in the browser. If your
network connection is configured correctly then the display response should be similar to that
shown on the following page.

Rotator FCSSFC1

The default log in username is fAadmino and
bring you to the main screen as depicted on the following pag e.
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Rotator FCSSI

FC-FC Bridge Management Console

Bridge Control
Console Home Choose an option

Network

&
X a
AV

Connections Passwords & Service
Support Security Control

Online Help SCSI Systems
Contact Support

t FIBRE FIBRE

CHANNEL CHANNEL
SCSI Initiator FC Initiator FC Target SCSI Target Device
Management
Bridge Maintenance
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System View Log-file Load/Save Firmware
Information Configuration Updates

From the main menu select SCSI Target and this gives the display below

SCSI Target

Bus Assignments

New Device Assignment -

De & Logical Unit:
lect a Logical Unit -

From the drop down menu fiDevice & Logical Unitodo yol
the device WWNSs connected to the unit.

Select the first WWN and select Ass Assignment and the WWN appears in the Bus
Assignments window as shown on the following page.

Each WWN should be added in turn until they are all added and in the required
order.




As the Paranoia3 Fibre can only appear as a single WWN and a number of LUNs
on the WWN it is important to determine which the first device is as this is the
WWN that will be used for all the other devices.

Once all devices are added you then select console home to bring up the main
menu.

Rotator FCSSFC!

SCSI Target

Bus Assignments

 New Device Assignment

Device & Logical Unit:

| — Select a Logical Unit —

- Select a Logical Unit -
: naa.5005084000170011

From the Main menu select the Device Management option.

Rotator FCSSF

Device Management

 Device Info

From this you can see the attached devices.




Setting the IP address

The unit is supplied with an Ethernet cross over cable which can be used to connect a laptop
or PC directly to the Ethernet connector marked Network at the rear of the unit without the
need of a hub or switch. If you have access to the network the unit can be connected in the
normal way with standard cables. Do not try to use the supplied cross over cable to connect
to a standard network!

Once you are connected follow the procedure below.

Network Configuration

1. From the CD run IPSetup.exe. You will see a dialog box like the one below:

s NetBurner IPSetup V2.0 [x] I
—MNDE Setting — Select a Unit |
P ho .1 .1 .39 [ CF2-40[D0-03-F4-016E-31] at 10.1.1.38 running
_ - [E|M0D527) [00-03F4-02-25-49] 5t 10.1.1.15 running -
Network Mask| 255 . 255 . 255 . 0 - [ElMOD8282 [00.03F4-0152.8E] at 10.1.1.200 runring
[5]MODS282 [00-03-F4-02-3F-BB) at 10.1.1.168 e
GaeWay[ 10 . 1 . 1 . 1 E‘Et">| [ 1 unning

Dvs| 0 .0 .0 .0

Baudiate [115200 B - ' -
Search figain | ‘
Launch \Webpage | Advanced... | Help | Cloze I
2.Click the "Search Again" button to | ocat

Paranoia3unit does not appear, verify the power and link LED's on your MNGT connection on
the front panel are illuminated; if not, correct any cabling errors. Note that IPSetup uses a
UDP broadcast protocol similar to BOOTP and will not operate through a router.

3. A. If your network supports DHCP:

The assigned IP address will appear in the "Select a Unit" pane

B. If your network does not support DHCP:

Configure the IP Address and Mask fields. If you need help selecting values, see the
Selecting an IP Address section of this manual. After you have entered the values, select the
"Set" button to configure the Paranoa3 unit with the new parameters.

4. Verify the network connection is working properly by executing the following command from

a command prompt: "ping <ip address>" For
quotes) at the command prompt and press the Enter key on your keyboard.
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Operational Configuration

Once the network parameters have been configured, you can use the web server interface to

modify setting of the Paranoia3 To access the web page on the unit, open a web browser and
enter the numeric IP Address in the address field.

Device Network Settings

a hittp://10.1.1.33/INDEX.HTH - Microsoft Internet Explorer
J File Edit Wiew Favortes Tools Help ‘
.2 .9 AR | = .
Back Forward Stop Refresh Haome: Search  Favorites  History Print Edit DellHome Realcom
| Address [&] hip:/#10.1.1.33/NDEX HTM =] @ || Liks » | Hoton Aniivius [ -
Oﬁ;)f Burner
Metworking in 1 Day!
Device Network Settings
SB72 Device address |Stal|c seﬂmgsj |1D 1133
Cevice net mask 256.266.255.0
Device gateway 101.11
DMNS server 20769188186
Device Name (for DHCP) [SB72-0818
|
|@] Dore l_l_le Intermet v
SB72 Device | Selects the IP address of the Paranoia3 unit. If DHCP is selected, the
Address Paranoia3 will obtain IP address information automatically, including

the net mask, gateway, and DNS server. If Static is selected, you
need to supply the static IP address in the edit box to the right, as well
as the other device network settings.

Device net mask When using a static IP address, enter the net mask in this field.

Device Gateway When using a static IP address, enter the IP address of the Gateway
in this field.

DNS Server When using a static IP address, enter the IP address of the DNS

Server in this Field.




Device Connection Settings

/23 hittp://10.1.1. 33/ ANDEX_HTM - Microsoft Intemet Explorer

| Ele Edt View Favoies Took Help |
3 ="
o3 D AN I R .
Back Forward Stop Refresh Hame Search  Favartes  History Print Edit Dell Home Real.com
| Address [#] hip:#/10.1.1 33ANDEX HTM =] @60 || ks || Noton nivinus | ~
- - - =
Device Connection Settings
Listening for connections
W Listen on Port:|23
Timeout and disconnect after: |60 Seconds of inactivity
Alluw niew cunnecLion if the exisling cunneclion bas been idle Tor |3D SeLuns
Making outgoing connections:
|DDn‘( initiate connections j
Connect On Port:|0 Tao: I(EnterServername or IP address)
Timeout and disconnect after:|60 Seconds of inactivity
Retry failed outgoing connections after:[600 Seconds
&] Done [ 4 temet v

Server Listen Port:

Select the checkbox and enter the listening port number you want the
TCP serial server to listen on for incoming connections. The default is set
to 1000

Client Activity Timeout
and Disconnect

If no activity is detected on a TCP/IP connection the TCP server will drop
the connection. The factory setting is 0 seconds

Client Override
Timeout

If no activity is detected on a TCP/IP connection within this timeout period,
the TCP server will disconnect the current TCP/IP connection and allow
the new incoming connection request to connect. The factory setting is 0.

Outgoing Connections

If this option is enabled, the Paranoia3 will initiate a connection to an
outside

destination when the selected conditions are met

The three options are:

A Don't Initiate Connections

A Connect-umn Power

A Connect when receiving serial d a
This wildl be set to Domotichandeni ti at e

Outgoing Port Number

Destination port number (Not normally used)

Outgoing Address

Either the name (e.g. www.disuk.com) or numeric IP address (e.g.
10.1.1.2) of the destination. (Not normally used)

Outgoing Timeout

Inactivity timeout for the outgoing connection (Not normally used)




Software Installation:

The Paranoia3 GUI enables configuration of the Paranoia3 device. The software runs on
Microsoft Windows and may be installed on a Windows server or client

Place the Paranoia3GUI CD into your CD-ROM drive

I'n Windows <click 6Stasedbdbupckekek ( wWRené add tgpeh
of your CD-ROM drive)

Follow the on-screen instructions to install the software

A
A
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Configuring the Paranoia3

Connect to the Paranoia3via the network or the serial port.

sBbnivags8dcl i ck

To start the configuration
P3 PConfig3 = 23
Protect
Encrypt
=
Ready
L ee—— 4

Select Connect to bring up the communications setting dialog to allow connection via

the network or serial interface as required.

P3 PConfig3
ey,
— —
F3 Cmnmunicaﬁmg ﬁ
P —
COM Port 0. 4 1
@ TCP/IP 1000
Device D Paranciald Cancel ][ Connect ]

Ready

shown above.

A Select TCP/IP and then enter the IP address and port number you have configured as

6Star
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P3 PConfig3 = P

Connect
Protect

Encrypt

Drrive 1 |

Encryption disabled

L r

It is important that the connected drive is either unloaded or if a tape is loaded it is
at BOT (Beginning of Tape). The unit will not allow configuration if a tape is loaded
but away from BOT to ensure that the mode or keys cannot be ch anged in the middle
of a tape.

If a password is not already set select the Protect button to be prompted to set a
password.

P3 Sct Password Control [

password [
Corfim Fassword

Enter an access password of eight characters or more, verify the password i this
password is to allow access to the Paranoia3 unit for configuration purposes
Click the Encrypt button

P3 PConfig3 |‘:'—|il
F
P .
3 Encryption Key Control @

AES
Encryption Mode () 128 () 132 @ 256

resoncd [
e
Conim ey 1
2 I
Conim ey 2

Encryption disabled

b TE— r

Seled the Encryption mode and the e nter the password and the encryption keys i for
AES 128 two 16 character keys, for AES 192 two 24 character keys and for AES 256
two 32 character keys,




.
Py Eﬂtiun Key Control g
—— e
AES |
Encryption Mode () 128 () 192 @ 256
—
Key1 [ssssessssesassessassssasascasass |
H
—
-
.
e —

A ** MAKE A NOTE OF THE ENCRYPTION MODE AND THE KEYS USED IN
THE SPACE PROVIDED ON THE ENCLOSED WORKSHEET ***

b

Clicking OK will set the Encryption Keys and setencryption on

[Py PConfig = = |

Connect

TAPIGIBMLTO4 |

(=]

Encryptien enabled

|

A Padlock icons on the top line of the Paranoia3 LCD indicate whether the device is in
secure or un-secure mode. Secure mode is indicated by closed padlock icons and un
secure mode by open padlock icons.

A Encryptioncannowbetoggl ed on and aofyfptdsihiohgreguies 6 Enc
the password to change this status.

-
P3 PConfig3 L= L=

Connect

TAPIGIBMLTO4 |

Encryption enabled
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In a multi - Paranoia3 environment you may wish to visually identify each Paranoia3
device.
Click the (=] button to set the text

Type the text you wish to use to identify the Paranoia3 unit on 3 display line e.g.
Tape Library 1

During tape operations click the button to update the GUI with the Paranoia3LCD
display text

Important Notes:

When the Paranoia3 device is in secure mode, media created or written before the
Paranoia3 device was installed will not be recognized by your system and your
backup software may suggest that the media should be initialized. To read previously
written media set the Paranoia3 unit to un-secure mode using the Paranoia3 GU/
configuration software







